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An IDEMIA Digital Identity White Paper

The Importance  
of Standards on the 
Road to Mobile ID
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IDEMIA contributes to international industry standards- 
developing organizations and is pioneering standards-based 
mobile ID and mobile driver’s license solutions (herein referred 
to as IDEMIA Mobile IDs) to ensure that – as connectivity and 
mobility continue to transform American life – licensing, identi-
fication and high-value credentials remain trustworthy, priva-
cy enhancing and secure. IDEMIA Mobile IDs bridge the gap 
between your physical and digital life, protecting your data 
and making access easy. IDEMIA Mobile IDs can also be rapidly 
implemented by ID issuers with little impact to resources, at 
very low risk, affordably, and with built-in future-proofing and 
interoperability.

Standards are the invisible magic that make licensing, identity, 
and the credential infrastructure reliable, trustworthy, and more 
affordable and lower-risk to implement. Institutions issue licenses 
and certificates – credentials – that represent entitlements, quali-
fications, or capabilities. Issuers establish policy and procedures 
to verify both the individual’s identity and their qualifications, and 
to protect the integrity of their credential systems.

Verifiers gain higher confidence in credentials that use proven 
standards like those used in IDEMIA’s Mobile IDs because the 
verifiers have insight into the issuers’ processes and controls 
by design: they can confirm that the presented credentials are 
genuine, have a strong binding to the root of trust, and know the 
information contained on or within the credential is authentic. 
These standardized processes and infrastructure also reduce the 
risk of fraud, identification errors, and misrepresentation.

A Trustworthy Mobile ID  
is Within Reach

Standards are the Indispensable 
Foundation of Trustworthy Licensing, 
Identification and Credential Systems
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Industry and government stakeholders develop standards to achieve common, desired outcomes. 
Standards provide a common vocabulary and a set of best practices that serve as the foundation 
for some of the most important aspects of business, finance, innovation, communication, and 
now identity.

Standards have a positive economic impact. The International Standards Organization (ISO), 
the world’s preeminent standards body, has quantified the bottom-line benefits of standards 
using its ISO Methodology. According to ISO, standards help businesses streamline internal 
operations, expand external operations, mitigate risk when introducing new products, and even 
create new markets. Across the case studies cited in the ISO Methodology fact sheet, businesses 
have consistently seen standards contributing to their gross profits. In some exceptional cases, 
as high as 33 percent! Standards are therefore the differentiating factor in accelerating some 
firms into positions of market leadership.

Standards are about the consistency and fitness for purpose of products and services. In terms 
of official government-issued credentials, this means ensuring that credentialed users know 
who authoritative issuers are, what the credentials look like, how to confirm the credentials are 
genuine, and how to use them. Official mobile IDs like those that leverage IDEMIA’s Identity-as-
a-Service conform to standards for such aspects as communication protocols, security, authen-
tication, establishment and proofing of facts, data handling, and more.

What is an IDEMIA Mobile Driver License?

The IDEMIA Mobile Driver’s License is an official government-issued ID in the form of a fully 
integrated mobile ID app and credential that conforms to industry and international standards. 
It is being issued in an increasing number of jurisdictions. In practice, it functions like a physical 
driver’s license that is optimized for the digital lifestyle, for both in-person and online/mobile 
electronic transactions. A mobile-centric profile with your picture, personally identifiable infor-
mation (PII), license class, endorsements and restrictions, and badges for supplemental data 
(like veteran status, or donor card) makes everything easy to see and understand at a glance, 
while a validation button and digital interface allows for real-time authentication of the mobile 
driver’s license. Naturally other government-issued ID types and sources are also supported. 

The Power of Standards
Standards Are Integral to Ensuring Products and Services 
Are Fit For Purpose
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Standards pave the way for world-changing technologies. 
Interoperability based on robust standards frameworks can 
ensure that life-changing technology – like that included in 
IDEMIA Mobile IDs – fulfills its true potential. On the road 
to our connected mobile future, if we have a strong set of 
guiding principles, we will all arrive safely in a world where 
our identity empowers us no matter where we are or how we 
transact, because we will all be following the same rules for 
our mutual benefit.
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The IDEMIA Mobile IDs deliver a unified user experience for 
Americans wherever they are used. Using state-of-the-art 
document recognition and selfie-match liveness detection 
technology, IDEMIA Mobile IDs bring the assurance of state- 
issued and vetted secure identity documents to smartphones 
and tablets. 

By proactively adhering to and building on ISO standard 18013-5  
for mobile driver’s licenses and NIST SP 800-63-3 digital identi-
ty standards, IDEMIA has succeeded in bringing reliable identi-
fication to the smartphone, enabling trusted identity verifica-
tion online, offline, remotely and in-person.

The IDEMIA Mobile IDs go the extra mile in their ability to authen-
ticate for logical access control online using OpenID Connect 
standards, to verify identity online, to pseudonymize data, and 
to manage credentials in real time. 

The DMV Advantage

IDEMIA Mobile IDs estab-
lish a chain of trust from 
the very beginning of the 
identification process 
by building on the state 
DMV system of record 
during the user registra-
tion process. The DMV is 
the strongest in-person 
identity-proofing available 
in the US to the majority 
of consumers. It is thanks 
to our work with DMVs 
that IDEMIA Mobile IDs 
conform to the highest 
standard of digital identity 
proofing outlined by NIST.

The Full Potential of a 
Standardized Mobile ID

IDEMIA Mobile IDs will Transform How Americans  
Think About Their Identity and How They Protect It
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The Rules of the Road

IDEMIA is an active contributor to many international, national, and industry standards bodies 
that publish mobile ID related standards. IDEMIA brings customer requirements and exten-
sive operations experience to standards work groups to improve the applicability and utility of 
the standards development effort.

IDEMIA Contributes to Mobile ID Standards Development
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ISO 18013-5 Personal Identification — ISO Compliant Driving 
Licence — Part 5: Mobile Driving Licence (mobile DL/ID) 
application

ISO 18013-5 specifies requirements for government- 
issued mobile driver’s license and ID applications running 
on mobile devices; and requirements for verifier applica-
tions that read and verify mobile driver’s licenses and IDs. 
It describes a data model, data transfer connection estab-
lishment and data transfer, along with data verification 
methods, security considerations, cryptographic verifica-
tion mechanisms, and a trust model.  

Specifications for the data connections between each 
mobile DL/ID and corresponding ID verify apps cover 
Bluetooth LE, NFC, Optical (QR Code), and Wi-Fi Aware 
transmission methods.

IDEMIA participates in interoperability testing events to 
test interoperation of vendors’ mobile DL/ID and corre-
sponding ID verify apps in order to improve the drafting 
and finalization of the ISO 18013-5 text.

The 18013-5 draft standard describes the data model and 
technical interface requirements of a mobile DL/ID and 
corresponding ID verify apps. However, it does not address 
how to load data into the mobile DL/ID app, or require-
ments for identity data verification, confirmation by an 
issuing authority, and strong binding to the mobile DL/ID 
holder. A mobile DL/ID app that contains driver data not 
obtained from the source authority – the state DMV – may 
not be acceptable as a replacement for government-issued 
physical driver’s licenses and IDs circulating today.

IDEMIA addresses this by working closely with state DMVs 
to gain secure, authorized access to Systems of Record 
for verification of the integrity and authenticity of driver’s 
license data. 

The IDEMIA Mobile ID app is also undertaking conformity  
assessment against NIST Special Publication 800-63-3 
towards approval by the Kantara Initiative as a high assur-
ance identity credential.

NIST Special Publication 800-63-3 Digital Identity Guidelines

The National Institute of Standards and Technology (NIST) 
has published comprehensive digital identity guidelines, 
outlined in its Special Publication 800-63-3. Divided into 
three sections, NIST SP 800-63-3 proposes standards govern-

Breaking Down NIST SP 
800-63-3
NIST SP 800-63-3 uses 
a three-part categoriza-
tion model to describe 
degrees of confidence, 
or assurance, for identity 
verification, authentica-
tor strength, and feder-
ated assertion integrity. 
Relying parties assess 
their requirements for 
each part of the model, 
and seek credential 
service providers, identity 
proofing and verification 
providers, and credential 
providers that can meet 
those requirements.

IDENTITY  
ASSURANCE LEVEL (IAL) 
Describes different levels 
of assurance for a transac-
tion based on the strength 
and number of verified 
identity claims in the 
identity proofing process 
– generally performed at 
the time of enrollment 
(or registration), and well 
ahead of the time of the 
transaction.

AUTHENTICATOR  
ASSURANCE LEVEL (AAL)
Describes different levels 
of assurance based on the 
strength and number of 
authenticators utilized, 
to evaluate the binding 
between the individual 
presenting the identity 
claims and the individual 
who originally registered 
after identity proofing.

continued →
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ing identity proofing, authenticators, and federation.

The identity proofing guidance sets out the requirements 
for degrees of confidence that a person presenting identity 
evidence is actually the person they claim to be. Identity 
proofing is a critical aspect of registration, enrollment and 
credential issuance.

The authenticators guidance sets out the security and 
functional requirements of mobile IDs, passwords and 
passcodes, hardware security keys, biometric software and 
hardware, and other methods. The guidance also specifies 
how multiple authentication methods and/or authentica-
tors can be used together to increase confidence that the 
person attempting to authenticate is the same person to 
whom the authenticators were provided.

NIST’s federated environment guidance, meanwhile, 
describes the requirements to convey identity assertions 
to a relying party securely within a federated environ-
ment.The IDEMIA Mobile ID app has utility beyond driver’s 
license functions and high-assurance identity information 
capabilities. It optionally functions as a FIDO authentica-
tor for strong multifactor authentication, and supports 
OpenID Connect for federated logical access and single 
sign-on applications.

FIDO Alliance

With a growing global network of members, partners, and 
working groups, the FIDO (Fast IDentity Online) Alliance is an 
industry standards body dedicated to eliminating passwords 
using device-based and biometric authentication factors. 
Authenticators using FIDO standards use public-private key 
cryptography for strong online authentication that is private, 
convenient, and widely accepted.

FIDO protects PII through a decentralized authentication 
protocol that ensures that private cryptographic key material 
never leaves a device’s secure element. New FIDO2 standards 
authored in collaboration with W3C and supported by all 
major web browsers enable the use of FIDO authenticators 
with web applications. This means that a certified mobile ID 
can easily log you into your email, bank account, or govern-
ment service portal.

FEDERATION  
ASSURANCE LEVEL (FAL) 
Describes different levels 
of assurance based on 
the strength of the asser-
tion and security used to 
communicate authen-
tication and attribute 
information between the 
identity provider or issuer 
and a relying party.
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OpenID Foundation – OpenID Connect

OpenID Connect enables logical access for a wide range of 
digital clients including web browser, mobile, and Javascript 
applications. Based on the OAuth 2.0 framework, OpenID 
Connect allows end users to consent to data transfer between 
apps, enabling the privacy-minded approach that makes 
IDEMIA Mobile IDs superior to traditional secure documents. 
Mobile IDs that support OpenID Connect increase interop-
erability between digital environments, meaning the same 
technology you use to prove your identity to a law enforce-
ment officer can offer the highest level of trust when authen-
ticating into your mobile banking app.

Built on standardized technologies, IDEMIA’s Mobile ID infra-
structure will provide a platform for innovation and invention 
that will drive adoption among organizations that need to 
verify a person’s identity. Individually, the standards specify 
requirements leading to better data hygiene, privacy, secure 
information transfer, offline access, and pseudonymization. 

IDEMIA is proud to be at the forefront of mobile ID technol-
ogy innovation, creating standards-based products and 
services that are secure, convenient, privacy-preserving, and 
interoperable.
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About IDEMIA

IDEMIA, the global leader in Augmented Identity, provides a trusted environment 
enabling citizens and consumers alike to perform their daily critical activities (such as 
pay, connect and travel), in the physical as well as digital space.

Securing our identity has become mission critical in the world we live in today. By standing 
for Augmented Identity, an identity that ensures privacy and trust and guarantees secure, 
authenticated and verifiable transactions, we reinvent the way we think, produce, use and 
protect one of our greatest assets – our identity – whether for individuals or for objects, 
whenever and wherever security matters. We provide Augmented Identity for international 
clients from Financial, Telecom, Identity, Public Security and IoT sectors.

With 13,000 employees around the world, IDEMIA serves clients in 180 countries.

 

For more information, visit www.idemia.com / Follow @IDEMIAGroup on Twitter

Secure, convenient, privacy-enhancing and intuitive: in 
North America, IDEMIA Mobile IDs deliver identity kept 
up-to-date from the root-of-trust. Statewide rollouts are 
already underway. Learn how you can participate in making 
mobile American identity a reality by getting in touch with 
an IDEMIA expert today.

Join the Standardized 
Mobile ID Revolution
IDEMIA Delivers the Next Generation of Identity in America 
via Standards Implemented in a Smart, Self-Funded, Identity- 
as-a-Service Solution

CONTACT INFO

Andrew Hughes
Director, Identity Architecture 
M. +1 (416) 565-4723
E. Andrew.Hughes@idemia.com


