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An IDEMIA Digital Identity White Paper

Participate in America’s Mobile 
ID Evolution with the IDEMIA  
Identity-as-a-Service (IDaaS)
IDEMIA Mobile Driver’s Licenses and IDs Reduce 

Risk and Empower Your Customers in the Age of 

Synthetic Identity Fraud and Data Breaches
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Mobile Driver’s Licenses and IDs (herein referred to as IDEMIA 
Mobile IDs) incorporate powerful technology that can change the 
world for the better. Convenient, secure, and more flexible than 
the traditional physical driver’s license or ID, this new technology 
empowers consumers to assert their irrefutable identity online 
and in-person, on their own terms and with the utmost privacy. 
Simultaneously, IDEMIA Mobile IDs empower organizations to 
eliminate form-filling and significantly reduce onboarding and 
transactional friction to make it easier for customers to participate 
and share the information required for both online and in-person 
transactions. As the US moves forward on the road to a connect-
ed America, fraud and data theft loom large, making the protec-
tion of consumers’ identities and personal information of critical 
importance. IDEMIA Mobile IDs, which include those issued by 
government agencies like state DMVs, are a cornerstone of safer 
finance, retail, government services, healthcare and everyday life 
on our phones.

It’s Time to Participate in the 
Future of Mobile Identity

IDEMIA’s IDaaS Enhances Your Business

Mobile Driver’s Licenses and IDs are coming – is your organization ready to take advantage 
of the benefits? Leapfrog your competition to deliver the next generation of identity verifica-
tion and authentication across all channels of customer engagement:

• REDUCE RISK: Significantly reduces risk in your customer transactions, both online and 
in-person.

• REDUCE LIABILITY: Shifts responsibility for digital identity credentialing to the govern-
ment issuing authorities, where it belongs.

• SAVE TIME AND MONEY: Takes advantage of identity proofing and vetting already 
performed by the government, like Real ID, in order to save time and money by elimi-
nating Know Your Customer (KYC) processes and the need for failed identity verification 
methods like knowledge-based authentication (KBA) and passwords.

continued →
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• GIVE BACK TO YOUR CUSTOMER: Gives privacy and control back to your customers without 
jeopardizing your ability to effectively and readily engage to cultivate a relationship.

• SIMPLIFY EXPERIENCES: Simplifies and normalizes the user experience across all channels 
of engagement, reducing customer frustration and friction and adding to brand loyalty.

• VIP TREATMENT: Enables new low-risk, omni-channel, personalized, and VIP experiences 
not achievable with current identity methods.

• STRENGTHEN PARTNERSHIPS: Enables “communities of trust” to be built with your 
partner organizations, companies, and the government without losing control of the 
user experience.

The promise of mobile ID depends on more than innovative technology. The life-changing and 
digital transformation benefits of IDEMIA Mobile IDs demanded by society imply active participa-
tion from agencies, standards bodies, and relying parties working together to develop the infra-
structure of interoperability and wide acceptance that will realize this technology’s potential.

Just as IDEMIA’s Mobile IDs can transform the lives of Americans everywhere by putting them 
in control of their identities, they deliver massive benefits for enterprises and organizations of 
all sizes who participate in this empowering cultural shift. Merchants, financial institutions, and 
clinics that accept IDEMIA’s Mobile ID can take advantage of the reduced or eliminated need to 
store identity data, while providers of age-restricted products like alcohol, cannabis, and firearms 
can rest assured that their customers are properly proofed and vetted via an unbroken chain of 
trust back to the DMV.

Building on key ISO and NIST standards, IDEMIA Mobile IDs are here and the time to participate 
in America’s trusted, connected future is now. For big organizations and family businesses alike, 
accepting IDEMIA Mobile IDs is the easiest way to improve your service, please your customers, and 
take advantage of these risk-reducing tools.



© 2019 3

Operating a business of any size in today’s connected, mobile- 
enabled landscape is a risky proposition. Digital and physical 
channels have converged, opening new opportunities to interact 
with customers, but also expanding the potential attack surface 
for cybercriminals, fraudsters, and other bad actors. Thankfully, 
there is a solution. IDEMIA Mobile IDs can protect businesses from 
cyber threats and sophisticated fraud techniques by enhancing 
security, shifting liability, and enabling privacy.

The Era of the Data Breach

We live in the era of the data breach. And that’s a problem for all 
governments, businesses and organizations that require identi-
ty-based trust from their customers and end users. Large caches 
of personally identifiable information (PII) stored on remote and 
cloud servers are treasure troves for fraudsters and cybercrimi-
nals, and given the increasing sophistication of the latter, the 
threat of having user data compromised has become a matter of 
not if it will happen, but when it will happen.

In 2017, Yahoo! reported the largest data breach in history, affect-
ing every single one of its 3 billion accounts1. That same year, 
consumer credit agency Equifax reported the compromise of 
148 million users’ PII2. In 2017, ride sharing app Uber disclosed a 
breach affecting over 57 million customers and drivers3, while 
social media company TimeHop revealed a breach affecting 
21 million4. The Capital One data breach disclosed in July 2019, 
meanwhile, affected over 100 million users5, compromising 
bank accounts, Social Security numbers, and Canadian Social 
Insurance Numbers. And these are just the most high-profile 
examples.

Synthetic Identity Fraud in 
the Era of the Data Breach

The Modern Threat Landscape is Mobile, Connected, 
and Dangerous

The Damage in Dollars

Class action lawsuits 
settled after reported data 
breaches:

Yahoo: $117.5 million1

Equifax: $700 million2

Uber: $148 million3

TimeHop: pending

Capital One: > $100 
million in 2019 alone (total 
pending)
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There are common elements to the data breaches that charac-
terize today’s digital landscape: they are generally the result 
of compromised password credentials; they cause irreparable 
damage to the affected business’s reputation; the PII leaked in 
one data breach can be used in future cyber-attacks, making 
each successive breach more likely; the compromised infor-
mation can be used in synthetic identity fraud schemes; and 
they result in massive punitive measures.

Fraud in the 21st Century

One of the greatest cybersecurity threats facing the private and 
public sector is synthetic identity fraud. This is a new genera-
tion of fraud that exploits the proliferation of PII online, and is 
incredibly difficult to detect and prevent. Scammers harvest 
PII from deceased people, children, the elderly, the homeless, 
and other vulnerable people, and combine them with some 
additional fabrication to create a fake identity. That synthet-
ic ID can be used to easily create credit profiles, open bank 
accounts, take out car loans, and worse.

IDEMIA Mobile ID Advantage

The contributing factors in today’s culture of synthetic fraud 
and massive data breaches include known challenges, such 
as centralized databases of PII, weak password-based security, 
and a lack of interoperable digital identity alternatives. IDEMIA 
Mobile IDs address each data breach and fraud threat by 
design, relieving relying parties of the burden of data storage 
while empowering end-users with peace of mind.

Authenticity

The IDEMIA Mobile ID solution includes a collection of linked 
data attributes that have been cryptographically signed by 
the issuing authority and tightly bound to the digital identity 
owner through biographic data matching, selfie-checks and 
other methods. The data attributes are stored on a user’s device, 
keeping them in control of their identity. Organizations that 
rely on shared identity can check these digital signatures using 
a simple list of keys securely provided by each issuer to ensure 
the identity is authentic and has not been compromised. This 
check can be done inside the point of service (including offline), 
or in the organization’s servers or cloud for online and app-to-
app transactions. The IDEMIA Mobile ID solution includes an 
easy-to-integrate, secure cloud service that connects organi-
zations to multiple participating issuers across the US to keep 

Synthetic Identity Fraud

Empowered by easily 
accessible PII, today’s 
sophisticated fraudsters 
are creating digital identi-
ties of fake people to 
create credit records, open 
bank accounts, and take 
out loans. The only way 
to fight synthetic identity 
fraud is through strong 
identity proofing with an 
unbroken chain of trust 
back to the government 
issuing authorities. The 
only way to achieve this is 
with IDEMIA Mobile IDs.
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these keys up to date. Organizations can therefore be assured 
that the identity that is being shared is authentic and from the 
government issuing authority.

Post-Password Authentication

IDEMIA Mobile IDs leverage a variety of secure authentica-
tion options to ensure that only the verified mobile ID holder 
can gain access to services. QR code scanning, NFC, and BLE 
technologies bolstered by selfie-check liveness detection, and/
or self-service passcodes for online login, means the only users 
signing in to digital services or verifying their identity in person 
are exactly who they claim to be. Organizations can also be 
confident that the identity record belongs to the person 
sharing the information because they were:

Tightly linked to the identity record at the time of registration 
or enrollment via multiple secure methods, including using a 
strong selfie-match with liveness assurance;

Tightly linked to the identity owner at the time of the trans-
action via up to three forms of identity verification: device 
authentication (something you have), passcode authentica-
tion (something you know), and selfie-match with liveness 
assurance (something you are).

These capabilities of the IDEMIA Mobile IDs cut through 
many (if not all) of the current forms of identity fraud, includ-
ing synthetic identity fraud, and also enable organizations to 
reduce the amount of back-end processing (identity proofing 
and vetting), saving both time and money while reducing risk in 
the transaction far more effectively than current and tradition-
al methods like manual ID inspection and KBA or passwords. 

Data Storage and Privacy

If a relying party can trust in the validity of a digital ID document, 
there is no need to handle PII. IDEMIA Mobile IDs store all PII 
on the user’s mobile device, and adhere to NIST (National Insti-
tute of Standards and Technology) standards for provisioning 
pseudonymous identification, where applicable. This means 
relying parties can trust customers without the burden of 
collecting their sensitive information and managing high-risk 
databases.

Location services are not required for users to take advan-
tage of IDEMIA mobile IDs to execute in-person transactions, 
although relying parties that support the IDEMIA Mobile ID may 
require users to be within a certain geographic area (geofence) 

The DMV Advantage

IDEMIA Mobile IDs estab-
lish a chain of trust from 
the very beginning of the 
identification process by 
relying on the state DMV 
during the user registra-
tion process. The DMV is 
the strongest in-person 
identity-proofing available 
in the US to the majority 
of consumers. It is thanks 
to our work with the DMV 
that IDEMIA Mobile IDs 
conform to the highest 
standard of digital identity 
proofing outlined by NIST.
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in order to execute online/mobile access. All personal data is 
stored in the person’s smart device and protected by certified 
data encryption methods, a passcode, and a selfie-check with 
liveness assurance. 

Interoperability and Standardization

IDEMIA actively contributes to the development of digital ID 
standards that facilitate interoperability, so that IDEMIA Mobile 
ID users can use their digital credential wherever they need to, 
and relying parties can easily accept this better way to verify 
customer identity, regardless of its issuing source.

Through standardized implementation with privacy-by-design 
technology, the IDEMIA Mobile ID helps relying parties provide 
a better user experience while eliminating the primary risk 
factors for data breaches and synthetic ID fraud.

The Power of Standards

The promise of mobile ID 
can only be fully achieved 
if it is widely accepted and 
interoperable. IDEMIA is 
an active participant in 
leading mobile and digital 
ID standards:

• NIST SP 800-63-3: 
Establishes a three-
part model for identity 
proofing, authentica-
tion, and federation, 
building an ecosystem 
of trust and privacy for 
end-users and relying 
parties.

• ISO 18013-5 mDL:  
Specifies requirements 
for interoperability in 
both online and offline 
use cases.

• FIDO: Ensures decen-
tralized authentication, 
greatly reducing the 
chance of compro-
mised data.

• OpenID Connect: 
Allows for logical access 
control on browsers 
and applications.

1 Stempel, J. (2019, April 9). Yahoo strikes $117.5 million data breach 
settlement after earlier accord rejected. Retrieved August 12, 2019, from 
Reuters: https://www.reuters.com/article/us-verizon-yahoo/yahoo-in-
new-117-5-million-data-breach-settlement-after-earlier-accord-rejected-
idUSKCN1RL1H1

2 CBS/AP. (2019, July 2019). Equifax will pay up to $700 million to settle 
data breach lawsuits. Retrieved from CBS News: https://www.cbsnews.
com/news/equifax-data-breach-settlement-equifax-will-pay-700-million-
to-settle-data-breach-lawsuits/

3 NPR. (2018, September 27). Uber Pays $148 Million Over Yearlong Cover-
Up Of Data Breach. Retrieved from National Public Radio: https://www.
npr.org/2018/09/27/652119109/uber-pays-148-million-over-year-long-cov-
er-up-of-data-breach

4 Timehop. (2018, July 11). TIMEHOP SECURITY INCIDENT, JULY 4TH, 2018. 
Retrieved from Timehop: https://www.timehop.com/security

5 McLean, R. (2019, July 30). A hacker gained access to 100 million Capital 
One credit card applications and accounts. Retrieved from CNN 
Business: https://www.cnn.com/2019/07/29/business/capital-one-data-
breach/index.html
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Proactively adhering to and building on ISO 18013-5 standards 
for mobile driver’s license and NIST SP 800-63-3 digital identity 
standards, IDEMIA has succeeded in bringing reliable identifi-
cation to the smartphone, enabling trusted identity verification 
online, offline, remotely and in-person.

Where IDEMIA Mobile ID goes the extra mile is in its ability to 
authenticate for logical access control online (in accordance 
with OpenID Connect standards), to verify identity online, to 
pseudonymize data, and to manage credentials in real time. It’s 
a driver’s license that bridges the gap between your physical 
and digital life, protecting your data and making access easy.

The registration process for IDEMIA Mobile ID is fully mobile. 
After downloading the IDEMIA Mobile ID app, simple visual 
prompts walk the user through an intuitive image capture 
process for the physical ID. Taking a photo of the front and back 
faces of a DMV-issued driver’s license or ID card uploads the 
secure document to an authentication engine that makes sure 

The Complete Mobile ID 
from IDEMIA

The IDEMIA Mobile ID Puts Consumers in Control of 
Their Identity and Brings Trust to Connected America

What is an IDEMIA Mobile Driver License

The IDEMIA Mobile Driver’s License is an official government-issued ID in the form of a 
fully integrated mobile ID app and credential that conforms to industry and international 
standards. It is being issued in an increasing number of jurisdictions. In practice, it functions 
like a physical driver’s license that is optimized for our digital lifestyle, including for in-per-
son and online/mobile electronic transactions. A mobile-centric profile with your picture, 
personally identifiable information, license class, endorsements and restrictions, and 
badges for supplemental data (like veteran status, or donor card) makes everything easy 
to see and understand at a glance, while a validation button and digital interface allow for 
real-time authentication of the mobile driver’s license. Other government-issued ID types 
and sources are naturally also supported. 
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the ID is genuine. Next, the user is instructed to take a selfie-
style photo that makes sure the corresponding real person 
is using the mobile ID app. On-screen instructions guide the 
user through a simple, randomly-generated liveness gesture, 
designed to prevent fraudsters from deploying a presenta-
tion attack using a mask or pre-recorded video. In both the ID 
capture and selfie-match processes, the DMV system is used to 
verify the identity claims.

Once onboarded, a user is in complete control of their identi-
ty. QR code generation/scanning and NFC wireless capabili-
ties make the IDEMIA Mobile ID highly versatile, supported by 
the corresponding IDEMIA ID Verify SDK that enables relying 
parties and agencies to accept mobile IDs.

Empowered by standards, the IDEMIA Mobile ID paves the way 
for a new era of personal identity in the US. With personal data 
stored and personally managed on the user’s smart device, and 
a strong chain of trust to both get it there and to share it out, 
the IDEMIA Mobile ID has the potential to eliminate the threat 
of PII data breaches while enabling easy physical and digital 
transactions.

The IDEMIA Mobile ID is more than just a concept. State-wide 
pilot projects and initial rollouts across the US have already 
shown that consumers are eager for the next wave of converged 
identity powered by IDEMIA and managed by themselves. It’s 
time to participate in making mobile ID an American reality.

The Importance of 
Liveness Assurance

Not all selfie-match 
technology is created 
equal. The liveness assur-
ance process used during 
registration for IDEMIA 
Mobile ID makes sure 
that a fraudster with a 
stolen physical license 
can’t register to receive 
a mobile ID by tricking 
the camera with their 
own picture or an image 
harvested from social 
media.
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The IDEMIA Mobile ID is actively involved in pilot projects in partner states like Delaware, Alabama, 
Iowa, Arizona, Oklahoma and others, enabling convenient, secure, and pseudonymous identity 
transactions. Beyond simply serving as a digital companion for physical driver’s license, it is trans-
forming all aspects of connected life.

The following are just some of the use cases currently supported by IDEMIA Mobile ID. No matter 
the service, product, or solution you provide, a robust mobile ID is the right next step to improve 
customer experience and benefit your bottom line.

The Mobile ID in the Wild

The IDEMIA Mobile ID is Ready to Transform America

“We’re proud Alabama is leading the nation in securing its residents’ identities against 
state income tax fraud. Not only will we protect taxpayers against criminals, [but] taxpay-
ers who use the Alabama eID app will also receive priority processing and expedited 
issuance of their refund.” 

–  Vernon Barnett, Commissioner of the Alabama Department of Revenue

Supported Use Case User Experience Business Benefit

Statewide Logical Access 
Backbone for All State Agencies

Access state agency resources 
using a mobile ID/DL for login. A 
single, post-password framework 
means access is secure, conve-
nient, and uniform, building trust 
with residents and citizens.

A statewide logical access frame-
work based around mobile ID 
reduces administrative burden 
and the risk of fraud, and increas-
es citizen/resident satisfaction by 
eliminating KBA and passwords.

A single sign on portal, with 
reauthentication or step-up 
authentication as needed, is 
less expensive than siloed or 
point-solution alternatives.
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Supported Use Case User Experience Business Benefit

Remote Vehicle Registration Never again visit a DMV to regis-
ter when you buy a vehicle in 
a private sale or from a dealer. 
Registering a vehicle with an 
IDEMIA mobile driver’s license is 
simple, fast, and intuitive.

IDEMIA mobile driver’s license 
for vehicle registration reduc-
es consumer frustration and 
removes administrative burden 
from the state. Remote vehicle 
registration means reduced costs 
for the state and shorter lines at 
the DMV.

State Tax Filing File and approve your taxes 
using your mobile device. Secure 
mobile login and an unbroken 
chain of trust provide peace of 
mind. Using IDEMIA Mobile ID 
for tax filings results in 60% faster 
payment of refund, and enables 
direct communications from the 
state regardless of how you filed.

By eliminating manual identity 
verification, KBA, and passwords, 
states supporting IDEMIA Mobile 
ID prevent identity theft and 
establish a chain of trust earlier 
in the transaction. Encourag-
ing digital tax filing increases 
efficiency and reduces costs for 
the state.

Digital Insurance and Pharmacy 
Experience

IDEMIA Mobile ID can be the 
only ID a patient needs for insur-
ance transactions, doctor’s office 
visits, prescription pickup, health 
record transfers, and more. 
Mobile ID simplifies all health-
care experiences, putting users 
back in control of their health 
data.

The US healthcare system has 
been slow to adopt much-need-
ed next-generation identity 
systems. IDEMIA Mobile ID 
reimagines the entire patient 
experience, eliminating duplicate 
records, cutting down on fraud, 
bolstering trust, reducing wait 
times, and enabling a redefined 
healthcare experience.

When it comes to healthcare, the 
IDEMIA Mobile ID is the first step 
to a happier, healthier America. 

Smart Delivery Vehicle By checking IDEMIA Mobile 
Driver’s Licenses behind the 
wheel, smart delivery vehicles 
improve customer service. 
Customers can rest assured 
a strong transaction record is 
protecting their goods, be they 
electronics ordered online, 
prescriptions, or groceries 
ordered through a subscription 
service.

When it comes to delivery, the 
IDEMIA Mobile ID adds trans-
parency and accountability. 
Leveraged in a driver-to-vehicle 
mutual authentication system, 
mobile ID ensures the right 
driver is in the right vehicle at the 
right time, preventing employ-
ee time theft. In tandem with 
behavior monitoring, remote 
messaging, and security features 
like engine lockout, IDEMIA 
Mobile ID encourages safe 
driving habits, increasing road 
safety and reducing mainte-
nance costs.
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Supported Use Case User Experience Business Benefit

Opening a Bank Account Open a bank account in three 
clicks/taps and with minimal or 
no data entry, from wherever 
you want. The IDEMIA Mobile ID 
makes banking truly mobile.

IDEMIA Mobile ID means fewer 
background checks and greatly 
reduced risk. Duplicate accounts 
under aliases are a thing of the 
past with IDEMIA Mobile ID, and 
a low-friction user experience 
means fewer abandoned trans-
actions.

Self-Service Bag Drop and Airline 
Lounge VIP Experience

Travel is better with mobile ID. 
Tag and drop your bag without 
talking to TSA, expedite access 
to the lounge, and receive 
concierge VIP experiences.

The IDEMIA Mobile ID speeds 
up transit time at the airport, 
preventing delays at each point 
in the traveler experience. A 
more frictionless passenger 
experience makes for a safer, 
more efficient airport. 

Prove Your Age Enjoying a night on the town? 
Buying a lottery ticket, firearm, 
alcohol, or cannabis? IDEMIA 
Mobile ID allows for trusted and 
privacy-minded age verification.

Pseudonymous identity support-
ed by NIST SP 800-63-3 means 
users only share the necessary 
data for an age check. This 
minimizes the data handled by 
the business, while the mobile 
driver’s license’s strong chain of 
trust.

Online Access Replace your passwords with 
IDEMIA Mobile ID for a secure, 
convenient login you’ll never 
forget.

IDEMIA Mobile ID participates 
in FIDO and OpenID Connect 
standards, meaning it can 
be used for access control on 
supported websites and apps.

Decentralized data storage has 
the potential to eliminate data 
breach threats, and liveness 
detection makes it immune to 
fraud attempts. 
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The standards are in place and the technology is ready: the next step to realizing mobile ID in Ameri-
ca is deployment. Contact an identity expert at IDEMIA today and learn how you can participate in 
making the Mobile Driver’s License and ID a nationwide reality. It’s time to put identity at the core 
of connected America.

The Next Step in Trusted 
American Identity

Don’t Get Left Behind on the Road to Mobile ID! Support 
IDEMIA Mobile ID Now and Upgrade Your Business

About IDEMIA

IDEMIA, the global leader in Augmented Identity, provides a trusted environment 
enabling citizens and consumers alike to perform their daily critical activities (such as 
pay, connect and travel), in the physical as well as digital space.

Securing our identity has become mission critical in the world we live in today. By standing 
for Augmented Identity, an identity that ensures privacy and trust and guarantees secure, 
authenticated and verifiable transactions, we reinvent the way we think, produce, use and 
protect one of our greatest assets – our identity – whether for individuals or for objects, 
whenever and wherever security matters. We provide Augmented Identity for international 
clients from Financial, Telecom, Identity, Public Security and IoT sectors.

With 13,000 employees around the world, IDEMIA serves clients in 180 countries.

For more information, visit www.idemia.com / Follow @IDEMIAGroup on Twitter
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