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ID2Secure

End-to-end HSPD-12 PIV card enrollment
and issuance credentialing solution

20 YEARS AS THE LEADING PROVIDER OF FEDERAL PIV

AND CAC CREDENTIALS

IDEMIA’s ID2Secure delivers a holistic solution for credentialing,
enrollment, issuance, management, and activation of Federal
employees and contractors, and Personal Identity Verification (PIV)
cards, as laid out in HSPD-12. ID2Secure accelerates enrollment
and improves efficiency, saving time and money in the most secure
way possible. IDEMIA also utilizes a central print bureau that
includes electronic, graphical, and print personalization.

IDEMIA offers mobile enrollment, remote in-person proofing, a
nationwide network of in-person enrollment locations, Supervised
Remote In-Person Proofing (SRIP), and Remote Identity Assurance
Level 1-3 (IAL1-3) certified document authentication and identity
verification capability.

ID2Secure is cloud-based for easy deployment, and is interoperable.
The solution uses best-of-breed Commercial Off-the-Shelf (COTS)
credentialing products that are based on Federal Information
Processing Standards (FIPS) 201-3 and open standards.

Key Benefits

NEW V8.2 PIV CARDS

Three times faster than
previous card versions for
physical access

3-4 TIMES FASTER

at card initialization and
activation, document signing,
encrypting/decrypting emails

REDUCES FRICTION AND
INCREASES COMPLIANCE

PIV AND CAC

Each card is FIPS 201-3 and
FIPS 140-3-compliant with the

( ) National Institute of Science
KEY FEATURES and Technology (NIST) and
e Single turn-key solution that meets all regulations and requirements Federal Identity Credential and
Access Management (FICAM)
e Highly modular platform, with interoperability between system specifications, possible in
components under one second.
e Personalized to grant varying levels of access to facilities and
information systems THE ONLY PROVIDER WITH
e Shorter path to updates with fewer touchpoints AUTOMATED DOCUMENT
e Leverages IDEMIAs PIV credentials, which are used in more than 150 AUTHENTICATION AND
federal agencies throughout North America IDENTITY VERIFICATION
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ID2SECURE CAPABILITIES AND COMPONENTS

Enrollment Solutions

In-person, re-enrollment

Mobile IAL2 enrollment

1,600 enrollment locations nationwide
Supervised Remote In-Person Proofing (SRIP)

Identity document verification against over 4,000
global identity documents

Identity Management System (IDMS)

Data normalization

Secure repository that interoperates with the
CMS and Enrollment system

Ability to integrate with agency systems such as
Active Directory

Credential Management System (CMS)

Manages the lifecycle of PIV card certificates,
derived credentials, alternate tokens, and FIDO2
passkeys

Certificate Authority (CA) agnostic

Interoperable with all commercial and federal CAs

Central Print Bureau

Electronic and graphical personalization

Cards mailed to customer or preferred secure site

Workstation capable for local enrollment
and issuance

Orchestration Services
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Integrated upstream/downstream systems
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ADDRESSES PAIN POINTS,
INCLUDING:

e HSPD-12 and FIPS 201-3 compliance

e Compliance with government-wide
policies, cross-agency priorities, and
strategic government initiatives

e Embedded proprietary systems

e Maintaining up-to-date solutions in
accordance with federal ICAM policy

e Staying current with vendor releases

IO-0ACNY TR

All rights reserved. Specifications and information subject to change without notice. The products described in this document are subject to
continuous development and improvement. All trademarks and service marks referred to herein, whether registered or not in specific countries, NAlDEMlA,COM
are the property of their respective owners. For additional information, contact us at info@us.idemia.com



